
 

 GUIDELINES FOR RESPONSIBLE COMPUTING/ACCEPTABLE USE POLICY  
  

The Board recognizes that telecommunications and other new technologies will shift the manner in 

which information is accessed, communicated, and transferred.  These new technologies will alter the nature 

of teaching and learning.  Access to telecommunications will allow pupils and employees to explore 

databases, libraries, Internet sites, bulletin boards and the like while exchanging information with individuals 

throughout the world.  The Board supports access by pupils and employees to these information sources and 

the potential they have to enhance students’ educational experiences, but it reserves the right to limit use of 

these new technologies on the computer network to legitimate educational purposes.  The Board demands 

that users utilize the computer network in a responsible manner and in accordance with this policy.  

  

The Board also recognizes that telecommunications will allow pupils access to information sources 

that have not been pre-screened by educators using Board approved standards.  While the Board will make its 

best efforts to monitor use of school computer networks/computers, the Board cannot monitor users at all 

times and cannot guarantee that users will not access inappropriate materials, especially when access is from a 

site off campus.  The Board therefore adopts the following standards of conduct for the use of computer 

network/computers, including electronic mail communications, to which all users are expected to adhere, and 

declares unethical, unacceptable and illegal behavior in violation of these standards, and said behavior will 

serve as just cause for taking disciplinary action, limiting or revoking network access privileges, and/or 

instituting legal action.  

  

The Board provides access to computer network/computers for educational purposes only, and, for 

employees, for purposes related to job performance.  The Board retains the right to restrict or to terminate 

access to the computer network/computers at any time, for any reason.  The Board retains the right to have 

district personnel monitor network activity, in any form necessary, to maintain the integrity of the network 

and to ensure its proper use.  

  

Definitions  
  

For the purposes of this policy, the following definitions shall apply:  

  

1. Computer Network/Computers consist of any school managed or owned computer equipment or 

systems, including, but not limited to, networks, hard drives, servers, peripherals, printers, 

networking systems, devices, modems, electronic documents, video, voice and data networks, 

routers, storage devices, and classrooms equipped with such equipment.  Computer 

Network/Computers shall also include electronic communications which shall be defined as 

and include the use of information systems in the communicating, posting, or obtaining of 

information or materials by way of electronic mail, bulletin boards, Internet, or other such 

electronic tools.  

 



  

2. User is any individual, with or without authorization, who utilizes the Board’s computing system 

from any location.  

 

  

Standards for Use of Computer Networks  
  

Computer networked services are provided exclusively for educational purposes.  Educational 

purposes are those that are related to or necessary to prepare for or to complete lessons or classroom 

assignments, and, for employees, those purposes related to job performance.  Users will adhere to the 

standard of conduct required in the classroom and will follow the regulations posted in the computer lab.  

Users are prohibited from engaging in the following conduct and shall be subject to discipline and/or legal 

action for such conduct:  

  

1. Use of the computer network/computers for other than educational purposes.  

2. Using the computer network/computers for illegal activities or in support of illegal activities.  

Illegal activities are defined as activities which violate federal, state, and local laws or 

regulations.   

3. Using the computer network/computers in a way that violates existing Board policy.  

4. Using the computer network/computers for obscene purposes or to obtain or transmit obscene 

materials.  Obscene materials are those that appeal to the prurient interest, depict sexual 

conduct in a patently offensive way, and lack serious literary, artistic, or scientific value.  

5. Using the computer network/computers to send or display lewd, indecent, or vulgar speech or 

materials.  

6. Using the computer network/computers to send or display harassing, demeaning, or offensive 

speech or materials.  

7. Using the computer network/computers to engage in activities that could materially or substantially 

interfere with the operation of the school, the school’s educational mission, or other students’ 

rights.  

8. Using the computer network/computers to violate copyrights, trademarks, an individual’s right of 

publicity, any form of intellectual property, license agreements, or other contracts.  

9. Displaying any personally identifiable information about students including name, address, 

photographs, social security number, or other personal characteristics that would make the 

student easily identifiable without obtaining prior consent of the student’s parent or guardian.  

10. Using the computer networks/computers in a manner that: a. Intentionally disrupts 

network traffic or crashes the network;  

b. Degrades or disrupts equipment or system performance.  Examples of conduct that degrade 

or disrupt equipment or system performance include, but are not limited to, the 

following activities: installing computer viruses; disabling protective software; 

utilizing shared computing resources for excessive game playing; sending unnecessary 

or excessive mail or messages; printing of excessive copies of documents, files images 

or data; deliberately running inefficient programs when more efficient choices are 



available; creating, sending, or forwarding electronic chain letters;  

c. Uses the computing resources of the school district for commercial purposes, financial gain, 

or fraud;  

d. Steals data or other intellectual property;  

e. Gains or seeks unauthorized access to files of others or vandalizes the data of another user;  

f. Forges electronic mail messages or uses an account owned by others;  

g. Invades the privacy of others.  Users will not use the network to obtain private information 

about others, post private information about another person, or re-post a message that 

was sent to them privately without permission of the person who sent the message;  

h. Posts anonymous messages;  

i. Attempts to engage in game playing, except when authorized to do so for educational 

purposes;  

j. Prints material, except when authorized for educational purposes and to authorized printers;  

k. Possesses any data which is in violation of this policy; and/or  

l. Engages in other activities that do not advance the educational purposes for which the 

computer network/computers are provided.  

m. Uses outside software without the prior approval of the school’s technology coordinator or 

system administrator.   

 

 



  

Student files and other electronic storage areas shall be considered district property for purposes of 

inspection and control.  The system administrator may access all such files and communications.  Users 

should not expect that the information stored will be private.  

The use of blogs, podcasts, or other web 2.0 tools is considered an extension of the classroom. 

Therefore, any speech that is considered inappropriate in the classroom is also inappropriate in all uses of 

blogs, podcasts, or other web 2.0 tools.  This includes but is not limited to profanity, racist, sexist or 

discriminatory remarks.  

Off school premises, users may utilize the computer network for non-education related reasons.  

However, users are expected to adhere to this policy in all other regards, and specifically, shall adhere to the 

user guidelines set forth above.  Users are required to report any evidence of a violation of these rules to 

school authorities and employees are expected to ensure to the best of their abilities that students use the 

computer network/computers in accordance with this policy.   

  

Users will be personally charged for any unauthorized costs incurred in their use of the computer 

network/computers and held responsible for any damages caused by their misuse of the computer 

network/computer equipment.   

  

The Board will fully cooperate with any local, state or federal agency in any investigation concerning 

or relating to misuse of the Board’s computer network/computers.    

  

Use of the computer network/computers by students and employees shall also be governed by the 

Board’s existing policies and, for employees, the existing Collective Bargaining Agreement specifically as it 

relates to professional conduct.   

  

Disciplinary Action for Violation of Acceptable Use Policy  
  

The use of the Internet is a privilege, not a right.  Any violation of Board policy and rules may result 

in a loss of District-provided access to the Internet.  Law enforcement agencies may be contacted regarding 

potential illegal activities.  Violations may also result in disciplinary action.  Specifically, individuals 

violating this policy shall be subject to the consequences as indicated in Regulation 2361, the Student 

Discipline Code, which is incorporated herein by referenced, and other appropriate discipline which could 

include, but which is not limited to:  



  

a. Use of computer networks/computers only under direct supervision;  

b. Suspension of network privileges;  

c. Revocation of network privileges;  

d. Suspension of computer privileges;  

e. Revocation of computer privileges;  

f. For students, suspension or expulsion from school;  

g. For employees, letters of reprimand, increment withholding, loss of employment; and/or  

 

Standards for the Promotion of Online Safety for Students  
  

While the Internet offers a variety of opportunities to enhance students’ educational experiences, there 

are certain risks associated with the Internet created by other users.  Students are required to adhere to the 

following guidelines regarding safety.  Any individual who fails to adhere to these guidelines may have 

his/her network privileges revoked.  

  

1. Users are prohibited from disclosing personal information, such as addresses, phone numbers, 

pictures, or the name and location of the school of attendance, about themselves, students or 

staff members without permission from the student’s parent or staff member.  

2. Users are obligated to disclose to a teacher or parent any information or electronic messages which 

make them uncomfortable.  

3. Users shall never meet in person with someone they have met online without first receiving 

permission from a parent.  The Board does not condone such meetings and strongly suggests 

that they do not occur.  

4. Users shall report any security problems, such as a gap in system or network security, to a teacher 

or system administrator.  

5. Users shall set a password for their account to protect it from unauthorized use.  The password 

should be difficult to guess and should be changed on a regular basis to assure the continued 

security of the account.  Users should never divulge their passwords and will be held 

accountable for the consequences of intentionally or negligently disseminating this 

information.  

 



Privacy  
  

Individuals should have no expectation of privacy with respect to their files or communications on 

Board provided computer network/computers.  All data stored or transmitted or accessed by users, including 

E-mail, can and will be monitored by the Board.  

  

It is expressly understood that the system administrator may monitor student activity on the 

networks/computers and the Internet and may access any files stored by students on District computers or at a 

remote site accessed by District computers.  It is further understood that the system administrator, the 

Principal, or the Superintendent may discontinue the networks/computers and Internet access privileges and 

may discipline any student who violates the terms of this agreement.  

Due Process  
  

In the event there is an allegation that a student has violated the Acceptable Use Policy, that student 

will be provided with a written notice of the alleged violation and an opportunity to present an explanation 

before a District administrator.  A hearing will be provided when required by Board policy or the applicable 

statutes and regulations governing discipline of students.  

  

Employee violations of the Acceptable Use Policy will be handled in accordance with Board policy 

and the current Collective Negotiations Agreement.  

  

Intellectual Property and Plagiarism  
  

Because certain works found on the Internet are protected by copyright, trademark, and other forms of 

intellectual property, employees will either request permission from the owner of the intellectual property 

rights prior to using any materials obtained on the Internet, or the employee will consult with the 

administration to determine whether the materials may be used without receiving permission based on certain 

exceptions to intellectual property rights as set forth in the relevant laws.  Teachers will instruct students to 

adhere to the same guidelines.  Users will be held personally liable for any actions that violate another 

party’s intellectual property rights.   

  

District practices on plagiarism will govern the use of materials accessed through the Internet.  

Teachers will instruct students as to the definition of plagiarism and the proper method to cite to materials.   

  

Responsibility for Damage Suffered  
  

The Board makes no warranties of any kind, expressed or implied, for the Internet access it provides.  

The Board will not be responsible for any damage Users suffer including, but not limited to, loss of data or 

interruption of service.  The Board is not responsible for the accuracy or quality of the information obtained 

through or stored on the system.  The Board is not responsible for financial obligations arising from the 

unauthorized use of the system.  



  

Specific conditions and services on the computer network and the Internet change from time to time, 

and the Board makes no warranties with respect to services and specifically assumes no responsibility for:  

1. The content of any information or advice received by a student from a source outside of the school 

district or any costs that are incurred as a result of seeking or accepting such advice;   

2. Any costs, liability or damages caused by student use of the computer networks or the Internet;  

3. Any consequences of service interruptions or changes whether or not they were under the control of 

school district staff: and/or  

4. The privacy of electronic mail.  

 

Consent Requirement  
  

No student shall be allowed to use the Board-provided computer network unless they have filed an 

executed consent form with the Principal.  Guests to the school must also sign a consent form.  Consent 

forms are available from the main office.  Anyone using the system without first executing a consent form 

will be deemed to have consented to the principles embodied in this policy.  

  

Legal References:  N.J.S.A. 2A-38A-1 et seq. Computer System  

N.J.S.A. 2C:20-25 Computer Related Theft  

N.J.S.A. 18A:7A-11 Annual report of local school district; contents; annual report of 

commissioner; report on improvement of basic skills  

N.J.A.C. 6A:30-1.1 et seq. Evaluation of Performance of School Districts  

17 U.S.C. 101 United Stated Copyright Law  

47 U.S.C. 254(h) Children’s Internet Protection Act  

N.J. v. T.L.O 469 U.S. 325 (1985)  

O’Connor v. Ortega 480 U.S. 709 (1987)  

Manual for the Evaluation of Local School Districts (August 2000)  
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 STUDENT NETWORK RESPONSIBILITY CONTRACT  
  

I UNDERSTAND AND AGREE TO ABIDE BY THE ABOVE TERMS AND CONDITIONS FOR 

ACCESS TO THE ALLENDALE SCHOOL DISTRICT’S ELECTRONIC NETWORK ACCOUNT.  

I FURTHER UNDERSTAND THAT ANY VIOLATIONS OF THE ABOVE REGULATIONS ARE 

UNETHICAL AND MAY CONSTITUTE A CRIMINAL OFFENSE.  I UNDERSTAND THAT ANY 

VIOLATION OF THE ABOVE NOTED GUIDELINES AND REGULATIONS COULD RESULT IN 

THE REVOCATION OF MY ACCESS RIGHTS, THE IMPOSITION OF SCHOOL DISCIPLINE, 

CRIMINAL PROSECUTION AND OTHER LEGAL ACTION.  
  

  

Name of User: _________________________ Homeroom #: ____________________  

User Signature: ________________________ Date: ___/___/___  

  

  

PARENT OR GUARDIAN NETWORK RESPONSIBILITY CONTRACT  
  

(If user is under the age of 18, a parent or guardian must also read and sign this agreement.)  

As the parent or guardian of this student, I have read the Terms and Conditions for access to the  

Allendale School District’s electronic network.  I understand that this access is designed for educational 

purposes and the Board of Education has taken precautions to eliminate controversial materials.  However, I 

also recognize that it is impossible for the Board to restrict access to all controversial materials, and I will not 

hold the Board or its employees responsible for materials acquired on the network.  Further, I understand that 

the inappropriate use of the network by my child could result in school discipline, criminal and civil penalties.  

I accept full responsibility for supervision if and when my child’s use is not in a school setting.  Further, I 

accept responsibility for any damages or injuries caused by my child’s use of the network, either in school or 

outside of school, in a manner which violates the Terms and Conditions set forth in this agreement.  

  

Parent or Guardian’s Name (please print): __________________________  

Signature: ________________________________________ Date: ___/___/___  

  

NO PASSWORD WILL BE ISSUED TO A STUDENT UNLESS WE RECEIVE A SIGNED 

RESPONSIBILITY CONTRACT.  PLEASE RETURN YOUR SIGNED CONTRACT TO YOUR 

HOMEROOM TEACHER WITHIN 10 DAYS OF RECEIPT. 

 

STAFF AGREEMENT FOR ALLENDALE SCHOOL DISTRICT INTERNET ACCESS ACCOUNT  
  

By signing this agreement, you are signifying that you have read the Acceptable Use Policy and agree to 

adhere to and be bound by its terms.  Specifically, you agree to use the computer network/computers solely 

for educational purposes related to job performance and you understand you have no expectation of privacy 

with respect to the use of the same.  Upon execution of this agreement, please return it to the principal’s 

office.  

  

Last Name: __________________ First Name: _________________  

Position: ___________________  

User Signature: __________________ Date: ___/ ___/ ___  


